PinglID YubiKey Enrollment Guide

Purpose of this Guide
This guide is intended for users who need to enroll to use PingID at Geisinger. Before enrolling,
the user must have a computer that is connected to the Internet and a YubiKey. Note: If you

encounter any problems in your enrollment process, please call the Service Desk (570) 271-8092
for support.

Step-By-Step Instructions
1. Insert your YubiKey in to a USB slot on your computer.

2. Open Internet Explorer and navigate to https://myaccount.geisinger.org. Click on the link
that says, “Enroll in PingID”.

Gelsinger

7 @

Forgotten Password Contact Information -l Enroll in PingID |
Lost track of your password? Work Update your information to use new Setup your mobile device for
with the IT Service Desk to reset it. self-service features, including remote access to Geisinger.

forgotten password reset.

User Guide | Frequently Asked Questions | Fast Facts | Enrollment Video
Don't have a mobile device?

Page 1 —March 23,2018 Call the Service Desk (570) 271-8092 for support.


https://myaccount.geisinger.org/

PingID YubiKey Enrollment Guide

3. Click “I am ready for the next step.”
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Find and install the "PingID" application from your App Store.

Ping

Identity.

You may use a smartphone, iPod, tablet or other (iOS or Android) mobile device.

- | am ready for the next step.

If your department has provided a Geisinger i0S device to you, it will have the PinglD application within ‘Self Service’.

‘AppSt-:ﬁ'e >«

©® 2017 Geisinger Health System

4. Enter your Full Geisinger Email and Password.
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USERID / EMAIL
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5. Click Continue

Ping PinglD Registration

Welcome!

It appears your account is not registered with PinglD. This registration
process will guide you in pairing your mobile device with your
account. PinglD allows you to authenticate into applications using your
UserlD and Password, plus a mandatory additional factor for security.

Please download and install the PinglD mobile app on your Android or
iOS device.

To protect against unintended use, a device screen lock is required on
your mobile device. Screen locks may be fingerprint, pattern lock, or

PIN lock.
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6. Confirm your identity with your recovery information. Select Email radio button and click Next. The
system will send you a code via E-Mail that you will need in the next step.

Pig pingID Registration

Identity Verfication

Before enrolling in PinglD, we need to verify your identity with a One

Time Passcode:
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7. Enter the code you receive and click Next.

P8 pingID Registration

Verification Code from Email

An email with a 6 digit authentication code will be sent to your email
address as part of the log in process.

Please enter the verification code that was received via email.

) Coorss | |

Change Device m Next -

Powered by Pingldentity’

8. Click Continue.

Ping PinglD Registration

Welcome!

It appears your account is not registered with PinglD. This registration
process will guide you in pairing your mobile device with your
account. PinglD allows you to authenticate into applications using your
UserlD and Password, plus a mandatory additional factor for security.

Please download and install the PinglD mobile app on your Android or
i0S device.

To protect against unintended use, a device screen lock is required on
your mobile device. Screen locks may be fingerprint, pattern lock, or

PIN lock.
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9. Click on the button that says, “YubiKey.” Click Next.

Ping pingID Registration

Authentication Method Selection

Select the option you want to configure for use during authentication:
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10. Insert your YubiKey into the USB port if it isn’t already inserted from step 1, click in the
registration field, and touch the gold circle on the YubiKey, then click Next.

P8 pingID Registration

Registration Code from YubiKey

To complete the pairing, insert your YubiKey into a USB port, click in
the registration code field, and touch the YubiKey button.

Please enter the registration code from your YubiKey device.
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11. Click inside the text box and tap the gold circle on the YubiKey with your finger. The textbox
will fill itself with a secure code and will automatically verify.

YubiKey Authentication

Insert your Yubikey and press the button, or tap It, to
authenticate.
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12. Your computer will say authenticated.

Authenticated
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13. You have now enrolled in PingID. On your next log in attempt, touch your YubiKey when
prompted for the YubiKey 1-Time Pass Code.

r
. . Logout
Gelsinger
Success!
You have successfully enrolled.
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